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Requirements for Electronic Records and Signatures (ER/ES)
Interpretation of regulation 21 CFR Part 11
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[bookmark: _Toc513024426]1	Purpose
This document serves as an interpretation of regulation 21 CFR Part 11 and is to be used as a checklist during system implementations and change activities.
It should be used in conjunction with applicable regulations.
[bookmark: _Toc513024427]2	Definitions
	Term
	Description

	CFR
	Code of Federal Regulations

	ES
	Electronic Signatures

	ER
	Electronic Records

	SOP
	Standard Operating Procedure

	User ID
	User Identity in a computerized system

	21 CFR Part 11
‘Part 11’
	Code of Federal Regulation (FDA regulations) for ER and ES

	Token
	Card or other physical article used for identification and signature purposes

	11.10 (a)
	Reference to clause in 21 CFR Part 11

	GxP
	Good X Practice, where x stands for laboratory, clinical, manufacturing and/or distribution
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	21 CFR Part 11 Electronic Records; Electronic Signatures

	Federal Register 13430: 21 CFR Part 11
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All GxP systems that utilises electronic signatures should be validated according to current validation procedures and comply with the requirements in this appendix.
 
The system documentation shall clearly state that the system uses electronic signatures and describe what kind of records that are signed with electronic signatures.
 
All users in an ER / ES system should be trained in system usage, i.e. SOP’s for the system usage and the ES policy. The training should be divided for end users and system administrators. The training should occur before the person gets access to the system / electronic signature. 
 
The electronic signature system shall have a designated owner. The owner is responsible for the quality, reliability and integrity of the data in the system.
 
In a system with electronic signatures, the object that is signed by all required functions is to be looked at as the original ER. Drafts of this ER and working files are not required to be kept when the original item exists.
 
For all kinds of Electronic Records that are kept in an Electronic Signature environment, record retention periods should comply with defined procedures for archiving. If a system that contains ER is to decommissioned, a solution for how the data should be accessible during the retention period has to be implemented.

A request for electronic signatures system access should be approved by a responible manager or a nominated representative before the system administrator can implement the authority in the system. Signature authority and system access should be revoked when personnel changes are made e.g. personnel leaving the company, change of duties etc. Notifications of changes of roles in the system are the responsibility of the managing role.
 
The sharing of user ID and passwords used for the electronic signature components are strictly forbidden and are viewed at from the company as a falsification attempt.
 
The system administrators are responsible for revoking / assigning authorities in the system and that all documentation regarding this is appropriately handled. 
In some systems, the administrator role in the system can gain access to other users ID. The system administrators should be fully aware of and take full responsibility for not using other users or shared administrators’ accounts for creation, modification, deletion and signing of data in the system. If this should occur the company will look at this as a falsification.
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	Part 11 clause
	Interpretation

	11.10 (a) 
	ER/ES system should be able to identify changes to electronic records in order to detect invalid or altered records.

	11.10 (b) 
	ER/ES systems should allow applicable electronic data to be accessed in human readable form; it should be possible to export the records and associated data from the system.

	11.10 (c) 
	ER/ES Systems should be able to maintain applicable electronic data (including any associated data) over periods of many years regardless of upgrades to the software and operating environment, and should be able to export such data electronically and in human readable form.

	11.10 (d)  11.10 (g) 
	Access to ER/ES systems should be restricted to authorized users, the access and security rules should be documented and any changes to the rules should be recorded. Inactive user accounts shall not be deleted or reused in the system to retain a complete traceability in the system. User permissions should be limited to user needs and changes in the system configuration shall only be possible for designated administrators.

	11.10 (c) (e) 
	ER/ES systems should be capable of recording all actions like creation, modification, and deletion of electronic records in an audit trail. Modifications of data should not obscure previous values in the audit trail. Data to be recorded must include as a minimum: time and date, unambiguous description of event, and identity of operator. This record should be secure from subsequent unauthorized alteration. Audit trails must be available in human readable form and able to be exported in both paper and electronic copy.

	11.10 (e) 
	It should not be possible for the user to alter the audit trail functionality.

	11.10 (f) 
	Where appropriate the system should be designed and validated according to predefined workflows in the system. For example: in a document management system; it shall not be possible to make a document effective before the document is approved.

	11.10 (h) 
	If the system collects electronically generated data from other computerized systems, data checks should be implemented and validated.

	11.70 
	ER/ES systems must provide a method for linking electronic signatures to the electronic records, in a way that prevents the signature from being removed, copied, or changed to falsify that or any other record.
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	Part 11 clause
	Interpretation

	11.10 (c) (e) 
	Procedures for secure backup and recovery, and archival and retrieval of electronic data and audit trail shall exist for the system.

	11.10 (i) 
	Persons who develop and maintain electronic record / electronic signature systems must have appropriate education, training, and experience to perform their assigned tasks. This should be documented for the system administrators and external suppliers

	11.10 (j) 
	The employee has the full responsibility for all actions taken in the system with the employee username. All employees are responsible for reporting of suspected falsification or fraud attempts in the system.

	11.10 (k) 
	Documentation concerning the system should be handled according to defined document control procedures.
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	Part 11 clause
	Interpretation

	11.50 (a),(b)
	Paper printouts and signed ER in the system shall contain username (signature component) and electronic signature justification, full name of signers, date and time of signing. The printout should be validated in terms of accuracy with the ER. This information should be in human readable form and should be controlled by ER controls.

	11.100 (a) 
	In ER/ES Systems enforcement should be made regarding uniqueness, prevention of re-allocation of electronic signatures, and prevention of deletion of information relating to the electronic signature once it has been used.

	11.200 (a)(1)(3) 
	ER/ES system should enforce that both components are entered at least at the first signing or log on procedure, and following a break in the session; For example, an individual performs an initial “log on” by executing both components of the electronic signature (typically both an identification code and a password). The individual then performs subsequent signings by executing at least one component of the electronic signature, under controlled conditions that prevent another person from impersonating the legitimate signer. 

	11.200 (a)(1)(3) 
	ER/ES System should not provide any ordinary means of changing electronic signature information on signed records

	11.200 (a)(1)(3) 
	 The system shall contain an inactivity timeout that requires both signatures components to be entered before signatures can be executed.

	11.200 (b) 
	Any use of biometric devices should be controlled...

	11.300 (a)(b) 
	System should force passwords to be periodically changed and also enable id/password combinations to be rendered inactive without losing the record of their historical use. The system shall not allow two individuals to have the same user id.

	11.300 (d) 
	System should provide notification of attempted unauthorized access and should take preventative measures (e.g., lock a terminal after a specified number of failed attempts.)

	11.300 (d)
	Systems using ER / ES shall have technical functions for security monitoring.
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	Part 11 clause
	Interpretation

	11.10 (g )
	Access control procedures shall exist for the system:
· [bookmark: _GoBack]removal of system access from obsolete users
· changing of profiles as user roles change
· periodic review of users/roles and permissions 

	11.100 (b)
	Upon distribution of ES the system administrators are responsible for verification of the user’s identity and that the users system / signature authority are approved by the right management role before the authority is provided to the user. 

	11.200 (a)(2)
	Delegation of ES responsibilities: although a role can be delegated in the organization this shall never be done by submitting user ID and password to delegated persons. The person that has the delegate shall use his / her own user ID and password in the system and can for a limited time get other system authorities. 

	11.300 (b)
11.300 (c)
	Password procedures shall exist for the system:
· periodic changing of passwords 
· management of lost passwords.

	11.300 (d)
	Procedures for taking actions against unauthorized access should be implemented. 

	11.300 (e)
	Any use of devices or tokens should be controlled…
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	Description

	2
	Updated layout



Version 1
2018-05-02 /AWA
